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Internet Application Landscape

actifio .;».:muu::c pnosgsfe?acm
[—! illumio "‘ ho::zmo derna | ©
g - 4 Hootsu “waCar
&5 airbnb - igre S00sper N R S m"’. -
gg deem ﬂnudﬂ“ cloudera g *slack ;‘ E OSCar 7. o
x U
LEGENDARY woteus raleighta LAZADS  decolaricoma ) ~ MEDALLIA
i NUTANDS plurakidiiie LZACS fome | R it

u | ”~ ‘hi(xker
() squ Intarcia Qo m wh @

| e
q’ @ m A cunst! . -Q”,frn Bl STohty ;©"?=:,.,_,_

’ o zomato
Drm J 5 Mu Sgra - ® cdcsales opnexl mabile @ &[ pe klk'°
i -7 . e app s I ‘: 4 Aaprea
Q Palantir TGI | N coupane [l | gnieacons | warby phaken)Eafoen | ||
GILT . " ¥ Lookout dan==2 T T nbed |
A Surveyroniey - AUTEOMATTI JIBER s'mp“o" Mm i | ] | by
L rARH P SPACEX 9 | g Ay by 14 Zocox
= R v x >oDB GRAB'C  my Nextcsooe LOC
£ Sonpeg com JAWBONE ? : mongoDB 1@9‘ ¢vymaa mogic lecp il ot ot -M'“'Q =
FANATICS _ Ao} Ltsh @
0 = ‘ st . i . - 33300 POWA  Trarsferwise ' Furatieng Cho x-... 1
b Klarna FIP@ atassian adyen eanreron || B oint | gy dornen
theranes aSaazce  @abus| Oubr |, ’
* Marklogic yox 3 aen
|
. : - : : — : : : : : - : : : — - - - ‘ -
Jan July Jan July Jan July Jan July Jan July
2011 2001 2012 2012 2013 2013 2014 2014 2015 2015

iNsSpur ’rR>H



Huge Requirements for Network In Cloud Era

Digital Disruption Complication Security

63 million new devices will access

Networking OPEX is 3 times of

Average security detection

Internet per second till 2020 year.

Networking CAPEX

period is 6 months

v v v
Lack of Business insight & Inefficient and Frequent failure Security attack everywhere
informatization Networking Operation & Management
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Most Important Value for Networking Technology

Networking should be complicated.
For Inspur Not for yo

Old way of doing things New way of doing things
Pre-SDN SDN
= VLANS = Manual Service = Virtual networks = Connectivity
= MAC addresses Chaining = Connections Policies
= [P addresses VRS = Security Policies Service Chaining
= Syubnets = Devices
= ACLs = Ports

= Routing Policies " OS-specifics
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Inspur Cloud Platform

Admin Console Tenant Console Developer Console

Feature Infrastructure Service Big Data Service Application Service App.
Admin. Security

Network
Security

User
Admin.

-Value
Base

Platform
Security

Authority
Admin.

Message
Message
Queue

Flow Data
y
ata

Server
Data Base
Huge Data
Computing

Distributing
Distributing
Cache
App
Management

Ke
D

o
-]
o
O
O
=
(%]
)
(NN}

Cloud Search

Data
Security

Monitorin

Task Schedule || Cluster Mgmt:
Security
. T : Mgmt.

INSPUr R



SDN Requirements for Inspur Cloud Platform

/SDN — OpenStack Network

\

/SDN — OpenStack Network\

» Auto network port bonding
« Failure recovery

« Network scalability

- VPC/Tenant network Mng.

_/

 Floating IP bonding/unbinding
* DHCP server elimination
* VLAN auto configuration

— _

Full-stack Inspur SDN controller ]

[ SDN — Networking Control ] [ SDN — Networking Mng. ]

» Efficientresource utilization
« IDDM

» South-bound interface

« EIP support

L

g

» Heterogeneous network Mng.
« SFC suppeort

» Physical infrastructure Mng.

» Hybrid VxLAN support

N _
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Inspur Cloud Networking Controller

9
© Heterogeneous ‘ © Transparence © Traffic Control © Intent '
© Hybrid Net @ © Multi-Chain © ACL © Auto Heal
Cloud © Convergence Cloud  © Cross nodes Cloud © QoS Cloud © Visualization
Path © Compatibility Chain o Multi-Protocol Controller ©  Failure Analysis Decision o  Auto Optimization
(HNTI) (SFC) (QoS+TC) (AT)
Infrastructure

% Device Connection

Cloud Map Device Discovery Device Status Topology System Preinstall Device Management Inventory Correlation
IDDM(Inspur Device Discovery & Management)
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Inspur SDN Controller Architecture

Inspur Cloud Platform QOrchestration
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Inspur SDN Implementation Based on OpenDayLight

11

Inspur Cloud Platform

g i P ey

X

Network Service Neutron ICP Config
Intent Function Netvirt HNI Northbound Northbound QoS EIP/ACL e

Composition Chain
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HNI Module for VXLAN & VLAN Interconnection

ICP Neutron

Sayth hojnd
| [0 ("FY)

Contrdin I*higr

Irspur SDN Conlroller

HN I “nuudiv l 8.t ‘I;SFC; E"‘-::

- 2 g

() Route2
- 3 \ 3 ‘
P & B ~

Bare Metal Host2

7 ~ 1
P ~ A

corthpe A I et Lo Ly s INT s FoRcdde

vt oSN o n ssitch torret s by > INLeesralbe = 1IN PYode e,
< 1BG =1 =S PH ™ Suppa T Ok Aanrcrg Kl DO«

S OPE Frusy nodms By SOH Lertreliz= IR0 Bdod e
-2 NPR Frovy n S By SOH Scrtrellz= 1R Bodule. or d

::nvzu:liul- Wal sl e e =0l neg SAP Rin om

R b WY YL L the Lerresaare rp Yol 12
Aol i ey GIE Ut = e escsbor eoding o 4:
~S=HE b JWSp WHItC the Corrasoare ra Wk 12

| Host

Bara Metal Host1 inSpr Sgsgﬂ



HNI Module Implementation

BareMetal
'VLAN1
SV1
VLAN2
SV2
'VLAN3
SV3

—  ——

Physical Server

HNI Proxy

Trunk Traffic::

Leaf Switch

1..Establish tunnel from br-haf'to

Compute Nodel
VM4

a br-int H br-tun

1.Establish Tunnel from br-hni to Br—int
br-hni T 3.Set flow table on br-hn”i

Compute Node?2
[ VM5 ]

ﬁ br-int ’ br-tun ’
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3.Set flow table on br-hni
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3.Set flow table obr-ni_."" Physical Server
Z-REST,Vf:'D'/""a'F')"F;EHg datareading [ |CP J

. : VM
Physical Server s
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4.RPC: Notification for updating of

d Mapping data
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SNAT Process——P [ SNAT ]

External Traffic V\

Networking Node

‘ br-ex H br-tun
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SFC (Service Function Chain)

|

|
SF1: Dpi service

Classified t l |
Packets

host1l Classifier SFF1

ODL

SF2: Firewall sirvice SF3: Qos service
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SFC Module Implementation

mesms Bast-west service function chains : Dashboard
Client ->SF->server _ , Write sfc flow tables, make flows from

North-south service function chains : .
Client ->SF->network node->external network proxy->sf-> proxy—>server Write flow tables, make flad vs

Or proxy—>sf> proxy—> network node access the external networ

‘-------\

1 s the proxy for 1 it the st ow tabl ﬁ
fﬂ.nﬂ.uniuare-if : I S S S -
\ - Openstack_

network

onfigure sfc

omputel East-West SFC

(improved)

Netvirt(improved)

® Add the function of listening
interface change for classifier.

® Fix bugs.
|

1 0
_
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server(VM)

client(VIV)) | 101854
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Distributed QoS Mechanism
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QoS Module Implementation

O QoS Rate limiter

« Depend on Inspur Controller
« Support North-south and

West-east traffic rate limit
« Support dynamic QoS
configuration
« Recognize different traffic

according to destination IP
address matching

Ethernet NIC

Pop vlan
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Controller Cluster Architecture

Controller Cluster
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Cluster Implementation

[‘A Oienstack

[ SDN Controller 1

Oinstack ) [ Oienstack ]

RESTful

Load Balancer

RESTful

SDN Controller 2

SDN Controller 3 ]

"

| sBPlugin |

£ \
Entity Ownership Service J
SDN Controller 1 SDN Controller 2 SDN Controller 3
Get Ownership Get Ownership Get Ownership

_ | sBplugin | ' | sBPlugin |

OVSDB/OF/NETCONF/SNMP/CLI

Northbound Interface
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Underlay Management and Configuration

e —— -

RESTful API I

Unified Intent Based API

Rich Service Sets

ontTiguration D
Uniform Internal Data Store OpenConfig

- s s . -

\ [ | [ |
F | | | | | | |
Different Network Devices | NETCONF NX-API SNMP SSH/CLI
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Feature Summary

» HNI module
? Provide L2 interconnection between VxLAN and VLAN
> VM migration support and seamless scalability

» SFC feature
> Fix Netvirt module’ s bugs related to SFC
» Enhanced North-South service traffic control
> Enable multiple traffic control mode

> QoS module
» Distributed and dynamic QoS mechanism
> Fine-granularity QoS guarantee

» Cluster support
» Underlay auto-management and auto-configuration
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SDN Kernel Module Testbed
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Network Traffic Model
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Performance Results

Records
Scenario 4 TestCase Concurrency Host / Compute Node Agent Status
OpenStack L2 Bi-directional 2 compute21 shaker_muapto_master_0 ¥ success
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Embrace Convergence and Open Source

Cloud Computing

Opening Technical Architecture

_Standard » " QIEEE
4 " g_mnmm n

| g ‘ Hardware Participate Many Standard organizations ,

A \ OpenStack Gold Member , Patents &
Software \ Standards related to Cloud Computing Rank
I \ First in China
ICP for Future Cloud DC Series of Inspur Server

Inspur
- Server

Multi-Layer virtualization and Convergent Architecture Inspur Server Products
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Inspur Contributions for Open Source Solution on SDN

Inspur Cloud Platform/3rd Part Cloud Orchestrators

OpenStack

Newly added Features
Improved Features

Networking ODL Mechanism Driver Disaster Recovery

HNI (Heterogeneous Network Netvirt Port Mapping (one-to-

Interconnection for VXLAN & VLAN) many) SFCCNORIESOUY

OpenDaylLight

EIP (one-to-one) QoS (East-West) QoS (North-South) SFC (East-West)

Cloud Infrastructure Layer [
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Recent Delivery to OpenDayLight Community

» Committed 5 bugs on Netvirt to OpenDayLight Community (Done)

» Fixed 3 bugs on Netvirt / SFC module (Done)

» Contribute codes to existing projects (Doing)
» Patchl: add the function of north-south SFC

» Patch2: add the proxy for nsh-unaware service function

> New projects proposal (Doing)
> EIP + QoS
> HNI
» Infrastructure Management
» Cluster
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Inspur SDDC in Cloud Era
| | ® 4

Government Legacy Cloud Business SaaS
Platform Workload Multimedia Workload Data Mining Platform Platform

WorkLoad

Offering for various workload
*SLA guaranteed o
e No over-provisioning

e Cost-efficient Achieving auto-scale operation efficiencies

e Lower operation barriers by o
e Self-healing by leveraging domain
e Proactive rather than reactive

Managflig heterogeneous cowno"ty hardware
 Fully tuned & optimized

1), Pooled Resource === Enterprise & Gov. © HAby SO[?Ware (msead‘f'rdwam)
123 == * Auto-scaling (across DC)

&5 i i@

Virtual Machine
Cross Cloud D : Network licliile
Manager ata Storage File System Management Optimization

Computing Database Network
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