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SIS F
- NHERR

»  Ext*, XFS, ... = JLF=ERIFMEK

» O
» FUSE : {E3hostOSHI—/NSFRFHERR |, 1BidhostOSEYsyscalliziaa LKLY RSt
» Ikl syscall : FsyscallzURSE OB EHALKLAAIN GRS

L2t
»  TCP/IPv4/v6, SCTP, ARP, UDP, *tables, tc = J| =28/ &Z %

> =0
» Ikl syscall

« Good

» 4.11 kernel, =13 4.10 rebaseZl] 4.11 , A¥E , 0.5 day.
y  BYRIENFRSEEMNDSO , DSOT]LAApreloadAym = override syscall symbols,

Bad

» Poor performance.
> UP only
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Internals

- MRENIZLKLAES . SU{RISCIR ?

»  Genode/IxIP

» ZJIBAR (stubs) RIBWMNYARFRE) , BBEAET. . .
» NUSE

» RXFMNAE |, BiASLKLEL , (B3FkernelxBEAMER , BFLKLAME,
y sRIDAE—SERLInuxEBAHERIZED | ELIEXIIRE].

 LKLAYEZE

» XJE (MABFER ) : LKL syscalls app syscall proxy
» FAfunctions call&E& Linux syscall threads server thread

» BT hijackiZOSLIERT T HFIFRS

5979 (EEOLINURE )
» BIg—~ "POSIX userspace arch” #EffkerneltZz/OHS

» N (FBERERS ) - Applications with LKL

» The host operations interfaces
» HINFEE_ XTI SASOSZ{R : RumpKernel , MS Drawbridge
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Internals
. CPU : H17E

)
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B1LKL CPUFRZ—LKLBIADO , %
/DLKL CPUFNRRERTZ /D APPLFER]
LU LKLEE,

LKL CPURYZEFER AT AL IR ERowner
I TRIEHBEE  ELKLAZMESIHERTE
Ikl cpufowner,

Fast syscall:

» app threadsfELKL syscallBd3RENcpu
B , 2ARlongmpZEIEXSRAThost
thread E 3147,

» YNERapp threadsxJizAYhost thread
ANMFE | MEIE—

Idle threadiz{7Ht=MaEE" idle host
task” , E&EECcpu lock , AR,

FE S EELKLRNZEEFATkernel
thread , FRLALKLAREFEARAEEL IR
HlsignalsgUiE Y.,

/PI'OCGSS

~

LOCKED
App thread

App thread
@RUNNING

Backgroud
hostOS
thread

-

a LKL CPU

/

- Memory : FiBIEE , UMA

« XKEFMMUSEs , IXFSENMIMNT |, 2-317E4A.
- Flat layoutEl&E , MEARAFRRE—1cmdlines
27 : mem=${HOW-MANY-BYTES},
* HMIx86_64 port—i¥ , LKLEEEE &7 , ERED
&Ibootmem allocator ( AE&memblock ) , Zjg

XLEERFEFHAbuddy allocator,
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Internals

e Interrupts
» 5PV guest(fil , EAXGEEenable irgfieEERETIIALE | B— 1R EERMCPU lockRY,
» RBERIRNIrg chipigit , BEEEHR 7 builtin simpe irq chip,
e Timing
» oneshot clocksource , XJizhost timerfd(SIGEV_THREAD) syscall,
» 1ERNtimestamp , XJhzhost clock_gettime() syscall,

« I/0 : PV like

> NICs
» BEELEAMMIOERIEMLKLIZS , BHI—R platform virtio-net NIC, single queue,
» [Fima]LLEDPDK, raw sockets, netmap. tap/macvtap.
» virtio-netiIREXIMN—" poll thread” , fazfEvirtio ringFlbackendZ B35z,

» Block devices

» FITFNIC, TTLUSYMNERSIEAER A—NLKLET A virtio-blk, Backend#t2i&aghost
pread()/pwrite() syscalls,
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Internals

* BRIIMEREZF(HostOS) : host

Operat|0ns Interface sem_down|up rumpuser_mutex_enter
» threading: create, destroy, join, exit mutex_lock|unlock rumpuser_mutex_exit
» timing: alloc, set_oneshot, free Thread_create|destroy = rumpuser_thread_create|e
= : Thread_exit|join it
» mutex/semaphore: alloc, acquire, release, il Xl
free. Mem_alloc|free rumpuser_malloc|free
» memory/TLS: alloc, free, get, set Timer_alloc|free Rumpuser_clock*

t Timer_set_oneslot
» longjump

» lomem_access/ioremap
» Some debug stuff

loremap, iomem_access rumpuser_biolfile*

.« IHREBAEF LS E{UTFRumpuser interface
 http://netbsd.gw.com/cgi-bin/man-cgi?rumpuser+3+NetBSD-current
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Internals

« #0iafELKL/UP , HEEEEESISLKLEEN" ARSLInuxRE “.

> From DSO constructor: hijack_init()
» FRIERFIMETEIELKL kernel cmdline
» FIIRENICRiR : Ikl_netdev_{dpdk,raw,netmap,tap,...} _create()
» lkl_netdev_add() : @ Iplatform MMIO;ERRLKL kernel virtio devices
» lkl_start_kernel(): Bring up LKL kernel

» LKL3|SINE | IREENETINNE |, HIR0IP/MACHEIE, FXE. mount filesystems ,
& sysctl vectors.

» |kl _start_kernel()
» Ikl_cpu_init(): #3a{tstruct Ikl_cpu
» BIEE— 1 ERERITIK _run_kernel() , XM EiE22 G /ILKL CPUORTidle task.
» Z(FLKL init processf3z)] , init processe5epk—LEENYIIR.
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Internals

o #J9R4ELKL/UP

» |kl run_kernel() -> start_kernel()
» setup_arch()

» fEfrmem=24 , FRERFXR/N. XPSHERELKLARFFE.

» bootmem_init(mem_size)
» rest_init() -> init calls -> fs_setup()

» {ErootfsHElIEE—IN=E “/init”

» A/inittEA—1binfmt , &8 “.load_binary=Ikl_run_init;"
» Bring up the init process (Ikl_run_init()).

» syscalls_init()
— BLEISERFCAHOST _THREAD |, {Efgsyscall enter stub.
— glEEidle host task,

» Wakeup user app thread
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Internals

A2
» FNRGRIFEDSO |, kallsymsgiATIEY
» fxkallsyms coreff—fThacknJf#,

» Poor performance: TODO

» e.g. double memory copy
» Poor control plane: liblkI-hijack.so

» debug mode : mini shell o _
» rumpkernel syscall proxy Applications with LKL

— OK: ip, tc
— Failure: iptables

Native Linux ctrl-plane tools
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Our work

- Bl

y IMEEBHOSES BEnetworking stack & drivers

» BIRBEM AT AP
> 1E8E

. IiJ%?
» LKL networkingfgimfinetmapsziF
» LKL networking/gisiz Rt IEEE
> SMP support: x86_64 and AArch64
» Drivers reuse research
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SMP support

« Overview

Page 13

» Atomic ops / spin lock / memory barriers are required.

)

v

v

v

b d

X532 CPU,

» ZALTEEERTEH,
» Bring up secondary LKL processors.
» Extra Idle tasks.

Interrupts affinity & IPI,
Tree RCU support.

DSO linker script hacks: fix kallsyms and percpu area alignments.

Extend LKL host operation interface.

HUAWEI TECHNOLOGIES CO., LTD.

2 Huawel



SMP support

 Infrastructure
» Atomic ops/cmpxchg/nops:
» copy from arch/{x86,arm64} with small changes.
» Spin lock

» Use Linux kernel built-in queued spin lock in new kernel.

> Memory barriers
» copy from arch/{x86,arm64} with small changes.

e Alternative choice ?

» {Egcc/libcaiEE Buserland librariesSCHILA Linfrastructure, BJ#%
BIEEFE , BitEsEY  BEATRERIENER  THE
memory barriers,

» A small concern here, see details at LKL github issues page.
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SMP support

« CPU and interrupts
» struct Ikl_cpu #irq pending bitsEizOEHRSTAERR/IEEH , XIS LKL CPU,
» NIkl _trigger_irqIEI0—1N22L , XIMNIRQ affinityFldispatchBUiE X,
» BFPLKL tasksEBE—/ host TLS variable{®F248ICPU, fEA&%4task migrationAtEE (g

s =
KOX NPT E,

- IPISEEREMEREARR : 84/ LKL CPURIRI—/MPI thread.
» WIERCPU locked down , gtR¥ricpending bit,
»  WNERCPU unlocked , #1171 &Iirg handlers (and IPI),
» WNERCPUIEfE = Tidle threads , B4 “note RCU context switching”

« Timing
> EEESMRCUMKE T2 A RS AT s RIS,

» FIFERERIclock broadcasting framework , CPUOBZItimershlfrz /5 , BIIIPIT %44
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SMP support

e Linux/SMP : 8= » #URELKL/SMP : 1838
» Incomplete but important points of » Key points of LKL SMP boot:
vanilla kernel SMP boot: » BSP: setup_arch() -> lkl_smp_init():
» boot_cpu_init(): JIBSPiREZFbitmaps iZEpossible/present bitmaps
» setup_arch(): AFFEBSP/APIZE R » BSP: smp_prepare_cpus(): jEAHIPIH
bitmaps FTACERGIRE | BIZIPIZE,
» setup_per_cpu_areas(): #ligftpercpu area » PerCPU area: use generic
» smp_prepare_boot_cpu(): #&&iFARCH implementation
» rest_init()>smp_prepare_cpus(), smp_init() » APs: for each AP _cpu_up(): fEcpu
@ another thread online , Effrcurrent , I%EEidle
— BIEFraidle threads threads
— SEAACPU hotplug threads » APs: idle thread start from
i Evssﬁfm; r:/fluj%f)rfﬁl-::ethgai%lsﬁ , éﬂt&*{{ IkI_start_secom.JIary(), a trick here.
 APRAH, . MYSMIEAIARE , unpark threads | gl ol e
[5R8irqg affinity/wq/rcutree e éE%SM P/APS§|-§'-)U(7§UL / BSP?%
» BSP/APs: rest_init() > LAgREE,

cpu_startup_entry(CPUHP_ONLINE)
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Reuse drivers

« Linux3RaiizFrE2F iRtE R PR—{3 =i
» Drivers : ~400MB
» Arch/{arm64, x86} : 10 -50MB
» FS: < 50MB P—
» Net: < 50MB {¢ \

4 s )
Linux '
i operation
device :
requestﬁ 7C0mplet|on

+ LKL I/O review o

Application

H . | 4
» loremap(addr,size) i
H Operations de"iceﬁ 7@?&'3353
» lomem_access(addr,val,ops,...) U jui 8
» Virtio devices over the platform [ _ )
fra m eWO rk. \\\ reques: ﬁ , response

A Environment

» |kl_{get,trigger,put}_irq() API
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Reuse drivers

« AREY “RIE” =inl
 FELKLORERER RIS | H EATET CHAELK LR R ATIRE
, (EFAUIOIERERLKLIIREHER , LR BB R R AR (T

- ARSIEENRYHEEE: A new building block ?

y ETFRPSHEM LIS ? Why ?
» Xz "HEE" IS RAESRE ? IKEMEIE Hardware 5 Kernel . Application
»  ZIREIFFEAAINRKER | EHAEIPC ?

» EventIntf -> Input driver -> USBHID -> EHCI -> PCIE -> ACPI -> APIC
»  RERBHAIEXEIHIZAIRER, T ——
»  FRETRMERESR SIS | EhRHRREERE ?

Register Register
» X86: local interrupt, FM&hHT, IPI 9 9

bank bank
» ARM: PPI, SPI, SGI, LPI
» AT ESROELIEDMA oo
) MIEBBBESIER | SGIO N, Mmap()

» BEERF / dev/% uio0

y  Ze  IOMMU? o :/\ read()
handler

> SHERRE (SiEbugs ) | FAESIEITERAPPRE R
» ERERE MR
> MEEE | RmIEERI AP SRR ERE = BRI
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So,

next %

SMP prototype is workable at x86_64 and AArch64 platform.

‘ ﬁk
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r'_-'u

VAN

Still Poor performance & control plane

LKLAEBRME B #=E F/MEBAThost routines ( by host
ops ) , RZNEZLKL syscalls,

AszFFfork

REFFENME , TEHEREZRERN , EEAERE.
PRELOAD DSOEEAKRE S,

{ENDSO/EEE | licenseEERBIAIIMRRE.

e Sources

— Upstream

— SMP prototype

— Drivers-reusing prototype

e Others

— Search and research it using Web
search engine, ©

— |kl team @ slack
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https://github.com/lkl/linux
https://github.com/Rover-Yu/lkl-linux
https://github.com/alephman/linux
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